WE'RE HIRING!

Associate / Officer - SOC Analyst

Department: Risk & IS

Location: Karachi

Education: Bachelors/Masters in CS/CE/IT/IS
or relevant domain

Experience: 02 — 04 years in Information
Security/ SOC or relevant field.

Deadline: September 09, 2024
Apply at: careers@1link.net.pk
Female candidates are encouraged to apply. paypal-(
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Job Role & Requirements:

Title: Associate / Officer - SOC Analyst @

LI NK
e Manage and update 24 x 7 shifts roster plan. —

e Monitor threats to organization's IT infrastructure and collaborate with teams to create
security rules.

e Extend triage of security alerts reported by SOC (Tier-1).

e Manage vendor relationships, escalate critical issues, and bugs for timely resolution.

e Manage for integrating standard or non-standard logs into security information and
event management.

e Manage and update indicators of compromise to timely detect and respond to known
and emerging threats.

e Update and maintain SOC Playbook document as required.

e Stay up-to-date with security trends, threats, and control measures.

e Hands-on experience with security tools (e.qg., SIEM, EDR, EPP)

e Knowledge of MITRE Tactics, Techniques, and Procedures (TTPs).

e Strong understanding of cybersecurity fundamentals and concepts.

e Certifications like CEH, CHFI or any SIEM related will be an added advantage.

At 1LINK we believe 1n equal opportunity & inclusivity for all. We encourage our employees
to live a healthy life & work to the best of their potential. For employees to give their best, we
offer:

@ Modular working options such as flexi-hours
@ Continuous training and development

@ Quarterly bonuses

@ Heavily subsidized lunch and club facilities
@ Employee educational support

@ Performance bonuses

@ Carpool incentive

@ On premises gym facility

@ In-person/online doctor consultation facility .
Deadline: September 09, 2024

Female candidates are encouraged to apply. Apply at: careers@1link.net.pk
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